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A B S T R A C T

The shadows of a drug paddler may soon be invisible on the street corner as they have moved to online drug
marketplaces called ‘cryptomarkets’. The criminogenic attributes of drug trafficking on cryptomarkets have
attracted organized crime groups (OCGs) to make use of technology to further its illicit goals. The OCGs making
use of cryptocurrencies help in retaining anonymity to an extent, and makes easier for them to launder their
proceeds. There is a dearth of literature explaining the increase in drug trafficking on cryptomarkets by OCGs. In
a first attempt of its kind, this paper aims at studying the drug trafficking by OCGs on cryptomarkets and
explaining the said conundrum by applying Rational Choice Theory (RCT). It is argued that OCGs make a
rational choice of dealing drugs online as the benefits attached to drug trafficking on cryptomarkets outweigh
the potential costs, such as getting arrested. Through a qualitative analysis of data and online sources, it is
revealed that the participants on cryptomarkets have loose hierarchies and have mostly opportunistic connec-
tions. The voluminous sales are made by a handful of entrepreneurs who have OCGs like structures, who operate
in smaller groups to minimize the risks. RCT best explains the shift of OCGs to cryptomarkets which is only due
to cost – benefit analysis.

Introduction

The advent of the internet has brought with itself new opportunities
and challenges. Criminals, including organized crime groups (OCGs),
have also made use of the internet either for communication or using
the internet for committing new types of crimes. The use of the internet
by OCGs revolves around two issues: First, the use of the internet only
as a medium to commit traditional organized crime. Street gangs
dealing drugs over the internet is an example of the internet only being
used as a medium for the perpetration of traditional drug dealing.
Second, the use of the internet to commit new crimes (Berry, 2018). For
instance, hacking bank accounts through the internet to fraudulently
transfer money from the bank account. In this example, hacking for the
purpose of bank fraud is a new crime which is only possible through the
internet (Tropina, 2012).

The internet has broadly two facets. One is the “clear web”, which
allows surfing mainstream websites such as social media, bank web-
sites, e-commerce websites, etc. Another is the “dark web” or “dark
net”, which can be accessed by specialized browsers such as The Onion
Router (TOR). TOR overlays the internet traffic through world-wide
network which leads to anonymous communication (Aldridge and
Décary-Hétu, 2014). Since 2011, there has been a rise of “dark web”

based online marketplaces for illegally selling weapons, drugs, coun-
terfeit pharmaceuticals, etc. Transactions on such online marketplaces
can only be made by “cryptocurrencies” such as Bitcoin, Monero, etc.,
and therefore, such markets are referred to as “cryptomarkets” (Décary-
Hétu et al., 2016).

Organized crime is understood as commission of serious offences by
a group of individuals acting in conspiracy with each, for the purpose of
financial or monetary benefit. Traditional OCGs are known to have
complex structures having fixed hierarchies and specific tasks assigned
to each member (Lampe, 2019). These groups have traditionally en-
joyed patronage from local politicians and thrive on corrupt practices to
evade any issues with the law enforcement agencies (Greco and Greco,
2020). OCGs often operate in a secretive and decentralized manner,
with separate crews or cells carrying out specific criminal activities.
Due to compartmentalisation of responsibilities, the activities of the
group remain secret (Caparini, 2019). This structure helps to insulate
the group from law enforcement and reduce the risk of infiltration or
betrayal (Leukfeldt et al., 2017). With a view to have a homogenous
understanding of organized crime among member countries, United
Nations Convention against Transnational Organized Crime was pro-
mulgated. The said convention defines OCG as a “structured group of
three or more persons acting in concert with each other to commit
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crimes in order to achieve financial gain, directly or indirectly” (United
Nations Secretariat, 2005).

Cryptocurrencies are digital assets that use cryptographic techni-
ques to secure and verify transactions and to control the creation of new
units. They typically operate on decentralized systems called block-
chains, which allow for secure and transparent transactions without the
need for a central authority like a bank (European Parliament, 2023).
When someone sends or receives cryptocurrency, the transaction is
recorded on the blockchain, which is essentially a public ledger that is
shared and maintained by many computers around the world (Al-Tawil,
2022). Transactions are verified and processed by a network of users
called “miners”, who are rewarded with new units of the crypto-
currency for their efforts. Cryptocurrencies are often used as a medium
of exchange, similar to traditional currencies like dollars or euros
(European Council, 2022).

Evolving nature of organized crime has embraced technology to fur-
ther its illicit goals (Berry, 2018). Similarly, illegal drug markets are
constantly changing, and the participants need to adapt to the changing
needs of the consumers. (Paquet-Clouston et al., 2018). A confluence of
the above two changing phenomena gave birth to OCGs accessing cryp-
tomarkets for the illicit trade of drugs (Greco and Greco, 2020). The first
cryptomarket “Silk Road” was launched in 2011. Silk Road was largely
used for the illicit drug trafficking (Aldridge and Décary-Hétu, 2014). After
its successful run for almost 2 years, Silk Road was brought down by FBI,
and its founder was sent to Jail. An amount of $28.5 Million were seized
from Ross Ulbricht, the founder of Silk Road (Pergolizzi et al., 2017).

This article aims at studying the nature and extent of drug traf-
ficking on cryptomarkets by the OCGs. The first part of the article
outlines essential features of the cryptomarkets, giving the readers an
idea on the attributes of a cryptomarket. In the second part, the article
focuses on the role of OCGs on cryptomarkets engrossed in illicit drug
trade and theories explaining the said activities of OCGs. Lastly, the
author concludes by suggesting policy steps that could be taken to
combat illicit drug trade on cryptomarkets.

Features of cryptomarkets

Cryptomarkets have user-friendly homepages that appear just like e-
commerce websites such as Amazon and eBay. Each homepage has a
title (showing drug name and quantity), product details, images,
country of origin, delivery period, seller’s information, ratings and
feedback. Each vendor also has its own homepage and it contains de-
tails such vendors’ name, details, products offered for sale, account
creation date, rating and comments of vendor by past buyers, etc.
(Barrera et al., 2019; Broséus et al., 2016). The essential features of
cryptomarkets are outlined below:

Anonymity & security

Cryptomarkets can be accessed through engines such as The Onion
Router (TOR), which keeps the location of vendors and buyers hidden
(Munksgaard et al., 2016). The location of its users is overlaid through
different locations which makes it almost impossible to trace the users.
Therefore, TOR is a gateway to such cryptomarkets. On the crypto-
markets, illicit products such as drugs are listed by the vendors just like
listings on regular e-commerce sites. There is no requirement of per-
sonal contact or interaction either to sell or buy drugs. The buyer’s cost
of searching for drugs online is negligible (Paquet-Clouston et al., 2018)
and the buyers have easy access to user friendly interface. All the
transactions take place behind the shield of anonymity (Aldridge and
Décary-Hétu, 2014). Anonymity on cryptomarkets reduce the risk of
getting caught by the enforcement agencies and risk of violence is zero.
While the seller is at no risk of being caught, the buyer is exposed to
some risk as the buyers must provide a delivery address.

The cryptomarkets are also equipped with “Pretty Good Privacy”
Key (PGP key), which ensures anonymity and encryption of messages

being exchanged on the platform. A PGP key allows decryption of
message only by the vendor. Therefore, even if the enforcement agen-
cies were to seize the servers hosting the websites, they would not be
able to decrypt the messages in absence of the key (Barrera et al., 2019;
Broséus et al., 2016).

Distribution

Cryptomarkets provide new ways of drug distribution without
changing the conventional supply chains (Morelato et al., 2018). The
distribution takes place through postal department or private carriers,
who unwillingly, participate in the distribution of drugs (Paquet-
Clouston et al., 2018). The vendors on the cryptomarkets employ direct
distribution models wherein there is no necessity for wholesalers,
brokers, traffickers, street sellers or any intermediaries. The direct
distribution model leads to profit maximization and ease of operation
on the removal of intermediaries.

Conventional drug dealing business on the streets is territorial in
nature. Each gang is confined to a fixed territory in which they sell their
product. Any selling in violation of territorial norms attract to violence
between gangs. Therefore, in order to smoothly run the business, the
vendors limit their dealing to their assigned territories. In contra-
distinction, cryptomarkets enables the vendors to sell their drugs
without any limitations of physical territories. A vendor from anywhere
in the world has access to any buyer including distribution of drugs
internationally (Aldridge and Décary-Hétu, 2014).

Payments

The anonymity among vendors and buyers bring about trust issues
as regards the payment. It is important to safeguard their interests as
the delivery of product takes some time to reach the buyer. The
vendors prefer cryptocurrencies such as Bitcoin, Ethereum, etc. for
receiving payments from the buyers (Bertola, 2020). Crypto-
currencies helps in maintaining secrecy of the transaction and it is
difficult to track the origin and delivery of the payment. Illegal
transactions may “piggyback” with the legitimate transactions and
create a single transaction. Such bundled transactions make it diffi-
cult to separate the legitimate transactions with illegitimate trans-
actions. Tracking cryptocurrency transactions requires careful ex-
amination and analysis of transactions. For example, a software can
be employed to track these transactions analyzing repeated use of
“public keys and pair transaction across datasets” (Turner and Irwin,
2018). In addition, the public keys are publicly available and there-
fore, law enforcement agencies can easily survey and collect trans-
action data. The transaction data can be retrieved but it is again
difficult to associate a particular transaction with a particular person
(Reynolds and Irwin, 2017).

Marketplaces such as the defunct Silk Road provided payment
through escrow accounts. On payment being made by the buyers, the
payment intermediaries hold the funds in an escrow account and when
the buyer receives the product, the payment is released to the vendor
(Bertola, 2020; UNODC, 2020). Such a system of holding payment in
the escrow account has two benefits. Firstly, the banking transaction
details are hidden from the vendors and; Secondly, the money is only
transferred when the delivery is confirmed by the buyer (Bertola,
2020). Buyers prefer payments through escrow accounts after their
bitter experience with the site “Evolution”. In 2015, the administrators
ran away with huge amounts of bitcoins held in the marketplace
(Masson and Bancroft, 2018).

Resale of drugs (B2B selling)

Analysis of listings on the Silk Road by Aldridge & Décary-Hétu
shows that could be best characterized as “business to business” listings.
The listings showed that bulk drugs were being sold which entailed
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high prices (Aldridge and Décary-Hétu, 2014). Only drug dealers
sourcing stock could make such purchases. The drug dealers were
sourcing stock for their local operations and retail selling on the streets.
Listings from countries such as China, The Netherlands, Canada and
Belgium have shown that drugs (e.g. Ecstasy, MDMA, etc.) were sold in
bulk to generate wholesale revenue (Broséus et al., 2017). The re-
searchers also analysed the terms used in those listings. The terms were
uncommon jargons suggesting that the listings were meant to be ac-
cessed by other drug dealers (Aldridge and Décary-Hétu, 2014). Such
resale of drugs may also take place through social media platform,
where it is easy to connect with the buyers (Tiberg and Nordgren, 2022;
UNODC, 2020).

Advertisements

All vendors need to advertise their products to attract buyers.
However, traditional drug traffickers avoid advertising their product
as publicity of their operation may invite unnecessary attention and
risks (Kleiman et al., 1991; Reuter, 1983). The vendors on crypto-
market, advertise their products through surrogate advertisements to
attract the buyers (Aldridge and Décary-Hétu, 2014). Vendors with
high sales aggressively advertise their product by having multiple
postings of the same product. Big vendors invest substantial to sur-
pass any competition (Paquet-Clouston et al., 2018). Positive feed-
back and comments on the cryptomarkets also serve as advertise-
ments for the vendors and help them garner more business (Aldridge
and Décary-Hétu, 2014).

Comments, feedback & communities

Cryptomarkets have feedback and comment sections just like
Amazon or eBay. The vendors having good reviews and feedback be-
come trusted vendors and the buyers easily trust such vendors while
making their purchase (Berry, 2018). Buyers are attracted to vendors
who are more experienced and ‘experience’ is regarded as a sign of
reliability and trust. Such an attribute is not built over night and takes a
significant amount of time (Soska and Christin, 2015). The buyers opt
for established and reputed vendors to avoid transaction failures and
safety (Smith and Brynjolfsson, 2001). The ratings of vendors also take
a hit due to failed transactions or intercepted deliveries by the police
(Décary-Hétu et al., 2016).

Cryptomarkets host chat rooms and active communities where the
users share their experience of drug consumption and are actively
engaged in discussions on “general discourse on prohibition of
drugs”, etc. (Maddox et al., 2016). Cryptomarket users have been
known to actively participate in such communities as they feel the
need to lend support to fellow drug users (Masson and Bancroft,
2018). Reviews from cryptomarket users show that vendors on
cryptomarkets are much more professional than the street dealers
(Tiberg and Nordgren, 2022).

Entry, sales and exit

The entry for vendors into the online marketplace is easy as they can
register on the portal and immediately start selling their product. For
example, a vendor enrollment on Alpha Bay would cost $200, which is
considered as affordable (Paquet-Clouston et al., 2018). Nonetheless,
new vendors have to learn to attract buyers and ship the product
without alarming the enforcement agencies (Paquet-Clouston et al.,
2018).

In an analysis of entries of Silk Road by Christin, it was found that
“within 3 months of market entrance and only 9 % of Silk Road vendors
(out of 112 vendors) were present for the entire eight months of study”
(Christin, 2013). The same study found that 70 % of the vendors sold
less than $1000 worth of drugs, whereas, 2 % of the vendors sold more
than drugs worth $100,000 (Christin, 2013). Research by Soska &

Christin shows that 1 % top vendors account for more than 51.5 % of all
transactions on the darknet (Soska and Christin, 2015)1( Fig.s 1 and 2).

Most vendors come from western countries such as US, UK, The
Netherlands and Canada (Christin, 2013) and cocaine, ecstasy and
cannabis have been most popular drugs accounting 70 % of the market
share (Soska and Christin, 2015). The majority of cryptomarket users
are around 24 years old and 87 % of them were Males (Winstock et al.,
2017). Though the statistics show big numbers, the revenue and volume
of drug traded on cryptomarkets represents only a minuscule amount of
total drug trade (Broséus et al., 2017; EMCDDA, 2022).2

Theoretical underpinnings

There are general theories of criminology that explain traditional drug
dealing. However, there is no criminological theory explaining the activities
of OCGs on Cryptomarkets. An attempt has been made to apply Rational
Choice Theory to explain the drug trafficking by OCGs on Cryptomarkets.

Rational choice theory (RCT) of Becker (1968) is a criminological
theory that posits that individuals make decisions to engage in a particular
criminal behaviour based on a rational weighing of the costs and benefits
of that behaviour. According to this theory, individuals are motivated by
self-interest and seek to maximize their benefits and minimize their costs
(Engeler and Balietti, 2021). In the context of criminal behaviour, RCT
suggests that individuals will engage in crime if they believe that the
benefits of the crime outweigh the potential costs, including the risk of
being caught and punished. RCT assumes that an individual has already
formulated a goal and he then weigh the benefits and risks (Broadhurst
et al., 2018). The benefits of crime may include financial gain, social
status, or other personal rewards, while the costs may include fines, im-
prisonment, or damage to one’s reputation (Broadhurst et al., 2018).

It is argued that RCT best explains the conundrum of drugs traf-
ficking by OCGs on the cryptomarkets. The drug trafficking having
moved to the cyberspace has significantly reduced the risk of getting
arrested as well as violence at the hands of other OCGs. The OCGs can
anonymously access cryptomarkets with a click of button and have no
territorial boundaries to limit the distribution of drugs (Engeler and
Balietti, 2021). All activities from sourcing and sale of drugs take place
from behind a computer screen and the element of physical insecurity is
comfortably absent which attracts a rational criminal to operate from
behind a curtain of anonymity (Engeler and Balietti, 2021). The su-
perfluous intermediaries have been by-passed to avoid risk and max-
imise profits (Demant et al., 2018). The payments received are in
cryptocurrencies which are difficult to track and easy to launder or
convert it to hard cash. Therefore, the ease of doing business has sig-
nificantly increased and profits are off the charts (Arsovska and
Kostakos, 2008). Compared to the traditional drug trafficking, the risks
involved in online drug trafficking are significantly reduced. Tracking
down the suspects involved in online drug trade and tracing the heads
of OCGs becomes significantly difficult in absence of physical evidence
establishing links between members of the OCG. Therefore, OCGs make
a rational choice of dealing drugs online as the benefits attached to drug
trafficking on cryptomarkets outweigh the potential costs.

Arsovska & Kostakos have tried to explain arms trafficking by OCGs
in Balkans with the help of RCT (Arsovska and Kostakos, 2008). They
postulate that “demand for an illicit good or service, the micro-level
objective of achieving financial gain becomes a macro-level organiza-
tional goal for a criminal syndicate.” RCT can also be used to explain
why new members join drug trafficking OCGs. The under lined reasons
for new members may be same as those of the core group, but members
such a lower ranking members would have a different exposure to risk
and benefits compared to the core members. Nonetheless, the fact re-
mains that the benefits outweigh the risks (Demant et al., 2018).

1 (UNODC, 2020)
2 (UNODC, 2021)
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To reduce drug trafficking on cryptomarkets, it is necessary to in-
crease the perceived costs of engaging in this activity. This can be done
through increased law enforcement efforts, such as tracking and seizing
the assets of organized crime groups, as well as through education and
awareness campaigns that highlight the risks associated with engaging
in this type of activity. Additionally, reducing the perceived benefits of
drug trafficking on cryptomarkets may involve disrupting the market
itself through targeted enforcement actions or regulatory measures.

Drug trafficking by OCGs on cryptomarkets

The traditional OCGs are known to run like big enterprises. As
businesses have embraced technological advancements, therefore, the
OCGs were “expected” to move towards cyberspace, in order to stay in
the market and compete with the competitors (Lavorgna, 2019). The
presence of OCGs is well-established in is drug trafficking. Therefore,
naturally the OCGs being “opportunistic economic agents”, have now
moved to cyberspace expanding their business (Lavorgna, 2015).

Group structure of OCGs

The OCGs tend to operate like a business enterprise having fixed
hierarchies. The traditional OCGs are significantly different from the
OCGs operating in cyberspace. The traditional OCGs have “pyramid-
like structures” of hierarchy and are generally ethnically homogenous.
Whereas OCGs operating in cyberspace do not have such structure and
have loose structures. Such groups are formed by highly skilled in-
dividuals (Mezei and Nagy, 2016), and the members have “opportu-
nistic” connections rather than “systematic” connections (Lavorgna,
2019). The “social ties” among the members play a crucial role in re-
cruitment of the members and coordinating their activities. For in-
stance, offline social ties such as from the “same neighborhood” or
“known from the under-world” lead to formation of core group of the
OCGs operating in cyberspace (Leukfeldt et al., 2017). Other members
such as the “Enablers” (who provided necessary services to execute the
plan) and “money mules” comprised of the “general composition” of the
OCGs, change very often (Leukfeldtet al, 2017). The members operate
in fragments though with a clear division of labour (Lavorgna, 2019).
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Cyberspace brings together deviants who were otherwise dispersed
individuals. Bringing them together leads to “communal spirit” and
“social bonding and learning” (Lavorgna and Antonopoulos, 2022).
Such bonding can also be improved by awarding titles for its various
ranks. For instance, a Russian group operating in cyberspace by the
name “Carder Planet” had various ranks such as “Capo” (Captain),
clearly showing mafia-type ranks and hierarchies (Lusthaus, 2013).

Given the loose structures, some scholars are sceptical about label-
ling such structures as OCGs (Lusthaus, 2013). That is majorly due to
first, violence is at the center of activities of OCGs. However, there is no
“analogous threat” in the context of cyberspace. Second, the OCGs are
extremely territorial in nature. Whereas, cyberspace, by its very nature,
is without any boundaries (Von Lampe, 2008). Critics state that an easy
labelling of online criminal networks as OCGs has major repercussions
for national security and the allocation of resources. Therefore, a re-
discussion on the features of OCGs is required when such groups are
operating in cyberspace (Lavorgna, 2019).

Activities of OCGs on cryptomarkets

OCGs have been quick to adapt to the rise of cryptomarkets, where
they engage in a range of illicit activities including drug trafficking,
weapon sales, money laundering, and cybercrime. They use the anon-
ymity and decentralized nature of cryptocurrencies to carry out their
criminal activities and evade law enforcement.

A Europol Report of 2017 suggests that the majority of vendors
dealing in small quantities were lone offenders (Europol, 2017),
whereas top sellers having listings of big quantities of drugs were put by
OCGs (Aldridge and Décary-Hétu, 2014). Several studies have shown
that drug trafficking on cryptomarkets is highly concentrated in the
hands of a few entrepreneurs, and the majority of the vendors are mere
spectators (Brynjolfsson and Smith, 2000; Clay et al., 2001; Paquet-
Clouston et al., 2018). This is because there is a natural inclination to
purchase from reputed vendors who publicly advertise their products.
The advertisement of products is seen as a sign of “reliability and se-
curity”. Buyers are willing to pay higher prices for verified and reliable
vendors (Paquet-Clouston et al., 2018).

The major cost involved in running an illicit drug business is having
several people involved and having coordination among them (Reuter,
1983). By decreasing the number of people involved in the trafficking
process, the OCGs have been able to bring down such costs and increase
their profits by selling drugs on cryptomarkets. The extra funds can be
utilized for advertising campaigns to attract potential customers. In
addition to advertisements, the vendors offer “freebies” to attract po-
tential buyers and good feedbacks (Ladegaard, 2018).

The general view of large-scale organizations is that they use several
personnel for their operations and muscle to protect their operations.
However, studies have shown that drug traffickers prefer to operate in
groups having less than 10 people to minimize the risks (Adler, 1993;
Bouchard and Morselli, 2014). The risk of getting arrested is much
higher for the vendors than the buyers (Bouchard and Tremblay, 2005).
The risk of arrest of vendors depends on their proximity to drugs and
money and their position in the hierarchy. These smaller groups exist
for short durations (Morselli et al., 2007) and some studies show that
listings on cryptomarkets remained active for merely a few months
(Paquet-Clouston et al., 2018).

There are instances where traditional OCGs diversify and move to
cyberspace for better distribution of drugs. Cryptomarket “Cartel de
Sinalao” (CDS) is directly associated with Sinaloa cartel and Los
Chapitos. This cryptomarket uses the same logo – a red and black skull
with the words “Cartel de Sinalao” written below it. In addition to
drugs, CDS provides software and malware, hire services, counter-
feiting, human trafficking, money laundering and many more services.
Such other marketplaces (such as Cartel Gulf Texas, Los Urabenos,
Cartel Jalisco Nuevo Generation, etc.) can be seen online resembling
direct association with traditional OCGs (Darkowl, 2022).

Lusthaus, 2013 presents an interesting view stating whether the
cryptomarkets themselves can be termed as OCGs? The people running
such marketplaces have fixed hierarchies, structures and are profit
driven. He terms the “administrators” as being in charge of sites and
“moderators” are the one who supervises the markets and enforces their
rules. Just like any enterprise or traditional OCGs, one moves up the
ladder showing “trustworthiness”. Cryptomarkets are known to provide
escrow services to their users. Such escrow services are offered subject
to payment of a small amount of “fixer’s fee”. This “fixer’s fee” can be
compared with protection money extorted by the traditional OCGs.
Cryptomarket called “DarkMarket” also provided dispute resolution
mechanisms mirroring the roles of offline OCGs (Lusthaus, 2013). De-
spite such a view, a marketplace cannot be an OCG and it is merely a
marketplace controlled by OCG.

Laundering proceeds of crime

Money laundering is a key component of OCGs involved in drug
trafficking on Cryptomarkets. These groups generate vast amounts of
Cryptocurrencies and convert the same to cash, which they must
launder in order to make it appear as though it was earned through
legitimate means. This is typically done through a complex web of fi-
nancial transactions that involve moving money through multiple ac-
counts and jurisdictions, making it difficult to trace the origin of the
funds. Money laundering allows OCGs to continue their illegal activities
and to hide the profits they generate from drug trafficking (Gilmour,
2022).

The cryptocurrencies received in payments on the cryptomarkets are
sometimes retained as investments by the OCGs. These investments in
cryptocurrencies are used to fund other online and offline illegal ac-
tivities (Greco and Greco, 2020). The cryptocurrencies which are not
retained as investments are laundered and infused in legitimate
economy. The Netherlands law enforcement have found that moderator
of a cryptomarket used his contacts to exchange bitcoins for physical
cash (Kruisbergen et al., 2019). The cash so obtained cane be laundered
in three phases: placement of money in the economy (placement),
concealing the origin of the money (layering) and reintroduction of
money into the money (integration) (Europol, 2017). Recently in April
2023, a gang leader of Indian origin was awarded eight years and ten
months’ prison for his role in drug trafficking through online “handles”
on EncroChat. He also plead guilty to money laundering charges before
a Guilford Crown Court, United Kingdom (PTI, 2023).

The OCGs operating on the dark web are efficient in laundering
cryptocurrencies can swiftly be moved between two accounts and are
difficult to track. The OCGs retain “professional enablers” such as
lawyers, accountants, bankers and others in finance industry to cloak
their ill-gotten money (Gilmour, 2022). The recent scandals of Panama
Papers and Pandora Papers have thrown light on involvement of
“Professional enablers” in off shore money laundering.

Shipment of drugs by OCGs

The drugs are being sold online, however, the major activities such
as manufacture, storage and distribution take place offline (Paquet-
Clouston et al., 2018). For the sake of distribution, the local post office
can be corrupted and paid off as and when an alarm is raised (Berry,
2018). Shipping internationally exponentially increases the risk of de-
tection as the product moves through x-rays, scanners, etc., by the
customs authorities (Volery, 2015). In a study by Munksgaard and
others showed that as of May 2015, 62 % of the market vendors were
arrested in connection with transborder shipments (Munksgaard et al.,
2016).

In the United Kingdom, Tyneside based OCG were involved in
transborder shipments to US, Australia and New Zealand during the
pandemic period. Two of its high-ranking members – Daniel Daymond
and Robbie Arnold nicknamed “postmen” were involved in storage and
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distribution of drugs through darknet. The two individuals were ar-
rested by the National Crime Agency for their roles for selling drugs on
cryptomarkets and convicted (Kennedy, 2023). Australian authorities
have been successful in intercepting packages suspected to contain
drugs based on their packaging, labelling, stickers and finger marks.
Such packages helped in identifying the OCGs responsible for sending
such packages (Broséus et al., 2017).

The coronavirus pandemic accelerated the drug addiction in the
United States. The Center for Disease Control and Prevention in its
preliminary report stated that the drug overdose was at an all-time high
during pandemic related lockdowns. They reported that 100,000 cases
of drug overdoses were found during the period March 2020 to March
2021. The Joint Criminal Opioid and Darknet Enforcement (JCODE)
team is examining the online marketplaces that enable door step de-
livery of drugs. JCODE runs annual campaigns against drug trafficking
through cryptomarkets. The year 2021′s campaign was called “Dark
HunTor” that led to crackdown on OCGs in cyberspace and has led to
seizure of $31.5 Million dollars in Cash and cryptocurrencies.
Approximately 234 Kilograms of drugs has been seized and 150 arrests
have been made world-wide (Federal Bureau of Investigation, 2021).

The volume of sales on the cryptomarkets is just a miniscule amount
of the total drug trade world over. However, easy access to drugs leads
to consumption of drugs with increased frequency (Pergolizzi et al.,
2017). Therefore, there is a need to curb the illicit trade of drugs online
before it becomes an overblown problem.

Tackling activities of OCGs on cryptomarkets

Tackling cryptomarkets is a complex and challenging task that re-
quires a coordinated effort from multiple stakeholders. By combining
law enforcement efforts, regulatory measures, public education cam-
paigns, and international cooperation, it may be possible to reduce the
harms associated with drug trafficking and other illicit activities on
these platforms.

Law enforcement agencies should focus on developing new strate-
gies for investigating and prosecuting crimes related to cryptomarkets.
This may involve the use of advanced technologies, such as blockchain
analysis tools, to track and seize assets associated with illicit activities
on these platforms. The transactions by cryptocurrencies take place
using public keys which are publicly recorded. By virtues of these keys
being publicly available and pattern of transactions, the law enforce-
ment can track the origin and delivery of the transaction (Frick, 2019).
The law enforcement agencies may be able to track the transaction but
they may not be able to the identify the user as registering data such as
email address can easily be falsified. The law enforcement may publish
the “dirty” public keys on different online forums and may be able to
subpoena those records (Reynolds and Irwin, 2017). To tackle laun-
dering of cryptocurrencies, “blacklisting” has been proposed as a new
technique for flagging those cryptocurrencies that have been used for
illegal transactions. Such flagged “tainted” coins can be refused by the
receivers. There is literature on “blacklisting” as a potential anti-money
laundering measure, blacklisting of cryptocurrencies would require a
high degree of inter-country and inter-departmental cooperation
(Kolachala et al., 2021).

European Council has instructed member nations to include crypto-
currencies within the purview of Anti-Money laundering laws.
Additionally, the crypto-asset service providers have been directed to
comply with enhanced checks in line with Anti-Money laundering laws
(European Council, 2022). The European Regulation no. 2023/1114
adopted in May, 2023 advises increased checks on crypto-transfers from
countries which are flagged as high-risk countries. This regulations also
mandates strict compliance of Know Your Customer (KYC) rules for
crypto-transactions and non-compliance thereof shall entail stringent
measures (European Parliament, 2023). The absence of borders in the
realm of digital currency and exchanges renders current laws and reg-
ulations insufficient in combating cross-border money laundering

activities. Consequently, it is crucial to promptly establish unified
global regulations to address this issue effectively. The pursuit of har-
monization becomes paramount as the FATF endeavors to create a
universal standard (Al-Tawil, 2022).

Drug trafficking on the cryptomarkets provide a novel method of
retail distribution of drugs, keeping the regular modes of distribution
intact. Though the drugs are being sold online, however, the major
activities such as manufacture, storage and distribution takes place
offline (Paquet-Clouston et al., 2018). Therefore, the enforcement
agencies are required to be armed with necessary equipment and per-
sonnel required to be combat drug trafficking on cryptomarkets by
monitoring afore stated physical activities.

Tackling cryptomarkets requires international cooperation between
law enforcement agencies and regulatory bodies. This may involve
sharing intelligence and expertise to track and disrupt organized crime
networks operating on these platforms. In the borderless cyberspace,
international cooperation is the key to tackle drug trafficking on
cryptomarkets (UNODC, 2020). An important aspect that requires
consideration is formulation of homogenous legislations for tackling
operations of drug traffickers on the cryptomarkets. For instance, Paris
Pact signed between 53 countries for international cooperation to
combat distribution of opioids originating from Afghanistan can be
extended to cryptomarkets.

Inter-departmental cooperation and collaboration of enforcement
agencies shall be key in unearthing the operations of drug traffickers on
cryptomarkets (Lavorgna, 2015; Tropina, 2012). For instance, police
and postal department may collaborate to monitor the packaging
methods, labelling, stickers, etc. to trace the trafficking routes and ul-
timately track down the vendors (Morelato et al., 2018). Australian
enforcement agencies have had a good amount of success in tracking
the OCGs based on the packaging of those products.

Governments and regulatory bodies should consider implementing
new regulations and guidelines to reduce the potential for illicit activ-
ities on cryptomarkets. This may include measures to increase trans-
parency and accountability for platform operators and users, as well as
restrictions on the use of cryptocurrencies for illegal purposes. In ab-
sence of the homogenous legislations, the enforcement agencies may
end up categorizing such activities under the Cybercrime Law or the
Anti-drugs law and not under Anti-Organized crime Law, which would
led to difficulty in enforcement (Leukfeldt et al., 2017). As the use of
cryptocurrencies and cryptomarkets continues to evolve, there is a
growing need for amendment of existing laws and additional powers for
law enforcement agencies to tackle the associated risks and challenges.
This may include regulations to increase transparency and account-
ability for platform operators and users, as well as restrictions on the
use of cryptocurrencies for illegal purposes. In addition, law enforce-
ment agencies may require additional powers to access information and
data related to cryptomarkets and investigate and prosecute crimes
related to these platforms. However, any new laws and powers must
balance the need for security and regulation with the potential impacts
on privacy and civil liberties.

Conclusion

The use of dark web-based cryptomarkets has provided new avenues
to the OCGs for drug trafficking. There is no denying that the crypto-
markets are smaller in size when compared to the total global drug
trade. For instance, Silk Road’s earnings were estimated in the tens of
millions of dollars, while the international drug trade’s value is mea-
sured in hundreds of billions of dollars. The significance of the scal-
ability and exponential growth of cryptomarkets does not lie in the
revenue they have produced, but rather in the potential influence they
could have on the future of drug transactions (Bertola, 2020).

The OCGs on the cryptomarkets have “fluid structures” and in-
dividuals come together for “opportunistic gains” rather than sharing a
common ideology. There is no violence involved in the activities of
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OCGs operating in the cyberspace (Lavorgna, 2019). Absence of such
essential features of traditional OCGs have raised doubts on labelling
such criminal networks as OCGs (Lusthaus, 2013). Nonetheless, there is
evidence to show that the OCGs are forming smaller groups to sell drugs
on cryptomarkets. Though the groups are smaller, but they are known
to have sell their product in bigger quantities and that too inter-
nationally.

The crackdown of cryptomarkets leads to newer proxy sites or the
vendors themselves start their online portal for the illegal drug trade (Soska
and Christin, 2015). Even after police crackdown on Silk Road, there was
merely slow-down in the trade for a month, before the other cryptomarkets
absorbed the vendors and buyers. Therefore, the crackdowns of crypto-
markets deters the participants only for a very limited time (Décary-Hétu
and Giommoni, 2017). Studies have shown that large vendors are backed
by OCGs and have the most sales volumes and make the most amount of
money. Therefore, the interventions on the cryptomarkets should be aimed
at crackdown on large vendors rather than the administrators of crypto-
markets. Busting large vendors shall bring down the marketplace in its
entirety (Broséus et al., 2016; Paquet-Clouston et al., 2018).

The benefits attached to the cryptomarkets will have to be elimi-
nated so as to make these markets less attractive for OCGs for their
activities. The ‘rational choice’ will have to be tilted in favor of more
potential risks than the benefits and this can only be achieved through
multifaceted approach that includes measures such as efficient law
enforcement, international and inter-department cooperation and reg-
ulatory interventions (Engeler and Balietti, 2021).

The drug trafficking on cryptomarkets is a newer phenomenon and
there is dearth of empirical evidence to suggest that the OCGs are
shifting to online criminal networks (Lavorgna, 2019). The evidence is
scarce either because scholars repel the very idea of labeling loosely
formed criminal networks as OCGs (Lusthaus, 2013) or there less
number of studies evaluating the role of OCGs on Cryptomarkets. There
is also handsome scope for empirical testing of applicability of RCT to
explain the role of OCGs on cryptomarkets. Therefore, there huge scope
of further research in this area, focusing the role of OCGs on crypto-
markets.
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